How to remove metadata from a pdf or Word document

PDF

1. The following applies to Adobe Acrobat X, version 10.1.8.
2. Open your document and save a copy (this will keep the original with the metadata

intact.")

3. Go to tools > Protection > Hidden Information > Remove Hidden Information.
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The Sedona Conference ® Framewark for Analvsts of Cross-Border Discovery Conflicts:
A Practical Guide to Navigating the Competing Currenis of Intemational Data Privacy & e-
Discovery outlines "a practical framework for analysis of legal conflicts asising from cross-
border diseovery of ESI (and print and ofher tangible forms of evidencs} “! The comnentary
exarnues the conflicr that exdists regarding discovery in transaational cases, Quoting
Restatement { Third) of Foreign Relations § 442 Reporters’ Notes, . 1 (1987, the report states:

Cross-border discovery has become a major sougce of intemational legal conflict,
and thers is no clear, safz way forward. At the heart of these conflicts are vastly
differing aotions of discovery and data privacy and protection. Aad the frequency
and inteusity of these conflicts is heightened by an expanding global madkerplace
and tle unabated proliferation of slectronically stored infermation ("EST) =

After explaining what ESI 15, the report closes Section 1T with the observation that “ESI
15 increpsingly mobile. ™ This is 2 salient point in Light of the reports focus on cross-border
discovery conflicts. EST “can be replicated and stosed on conypuiters seross continents with
relotive ease. It is extremely portable 3l Notably, the right — and the need = to discover
inforuation invelved in a litigated case differs depeading i the covutry in whicl the
infermation resides. In short, there are differing notions of privacy when it comes to “psrsonal
data™ Even the concept of processing information is viewed diffsrently in the European Union
cowntries than if is in the United States.” Because the EU Di:ecti\'e{‘pnotecls the privacy of
personal data in a broader manner than i do laws n the 115, the contlict arises when documents
i oaee country are taken 1o another conntry for legal disclosure reasons.  Questions as to
jurisdiction. blocking stamies.” what miles govern, and whetler the Hague Convention coatrels.
among other questions,

The Hague Evidence Convention invelves the taking of evidence in emvil or commencial

4. The metadata detected appears in the left column. Click Remove.
5. You can do an advanced sanitizing by clicking on Sanitize Document below the Remove
Hidden Information selection:

Hidden Information
E Remove Hidden Informat...

&8 Sanitize Document

6. The following window will open:
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! Metadata could become discoverable if the document is at issue in litigation. Destroying it could result in

sanctions for spoliation.
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Sanitize Document @

, Sanitize Document removes hidden data and metadata from your document so
" that sensitive information is not inadvertently passed along when you publish your
PDF. Sanitize Document will remove:

* Metadata

* Embedded content and attached files

* Scripts

* Hidden layers

* Embedded search indexes

* Stored form data

* Review and comment data

* Hidden data from previous document saves
* Obscured text and images

* Comments hidden within the body of the PDF file
* Unreferenced data

* Links, actions and javascripts

* QOverlapping objects

Press OK to begin the sanitization process by selecting a location to save your
sanitized document.

WORD

1. The following applies to Microsoft Word 2010.
2. Save a copy to preserve the original with embedded metadata.
3. Go to File > Prepare for Sharing - Check for Issues.

W] How to remove metadata from a pdf document - Microsoft Waord -8
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4. Click on Inspect Document and a window called Document Inspector will open.

Document Inspector ?

To check the document for the selected content, click Inspect.

Comments, Revisions, Versions, and Annotations

Inspects the document for comments, versions, revision marks, and ink annotations.

Document Properties and Personal Information

Inspects for hidden metadata or personal information saved with the document.

Custom XML Data
{ Inspects for custom XML data stored with this document.

Headers, Footers, and Watermarks

Inspects the document for information in headers, footers, and watermarks.

Invisible Content

Inspects the document for objects that are not visible because they have been formatted as invisible. This
does not include objects that are covered by other objects.

Hidden Text

Inspects the document for text that has been formatted as hidden.

Inspect lose

5. Check the boxes you want checked and click on Inspect.
6. After the inspection runs, you will see the Document Inspector window.

1 Document Inspector ? “

Review the inspection results.

& o isi i and Annotations
No items were found.

¥ Document Properties and Personal Information

Remove All
The following document information was found:
* Document properties
* Author
¥  Custom XML Data Remove All

Custom XML data was found.

& Headers, Footers, and Watermarks
No headers, footers, or watermarks were found.

- e g

& Invisible Content
No invisible objects found.

L & Hidden Text
No hidden text was found.

/i MNote: Some changes cannot be undone.

Reinspect Close |
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7. Click on the Remove All button.

8. Now create a pdf and you are ready to share the clean document. (Click on File and you

can easily Save as Adobe PDF from there.
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